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Abstract—An NFC-based mobile coupon (M-coupon) is a cryptographically secured electronic message with some value stored
at user’s mobile. In the literature, a number of NFC M-coupon
protocols were proposed in order to meet particular security
requirements. However, formal security analysis is required to
check the security of these protocols and whether they address
their requirements. This paper mainly focuses on the formal
definition of the NFC M-coupon requirements, which is the first,
and most important, part of the formal analysis. The formal
definitions can apply to a variety of protocols. Then, we illustrate
the concept on a case study.

I. I NTRODUCTION
Near Field Communication (NFC) [1] is a radio frequency
(RF) communication link, which allows data to be exchanged
between devices that are normally less than 10 cm apart [2].
NFC-based mobiles are an emerging technology changing the
way we communicate with objects. For instance, payments,
tickets and coupons can be exchanged just by waving the NFCbased mobile at the points of sale.
The NFC mobile coupon application (M-coupon) is one of
the promising and popular applications [3]–[6]. An M-coupon
is a cryptographically secured electronic message with some
value. It requires secure issuing and cashing of the M-coupons,
otherwise it can cause huge losses for a company and damage
its reputation [7]. The NFC M-coupon system has a typical
scenario, see Figure 1. All parties have NFC capability, in
order to communicate with each other. Firstly, a user scans
his NFC mobile against an NFC issuer (e.g., a smart poster
or newspaper). Then, an M-coupon is issued and sent to his
mobile. Later, the user goes to the shop to cash the M-coupon
with the cashier. The cashier may authenticate the user before
the cashier provides the promised bonus. Only the cashier
needs to have online access, whereas the issuer and the user
can both be offline.
A number of NFC M-coupon security protocols have been
proposed in the literature [8]–[10]. Formal security analysis
is a powerful approach to check the security of these protocols and whether it addresses its requirements [11]. A very
important stage in the formal analysis is a formal definition
of the NFC M-coupon requirements which are required for
protocols. In this paper we define the requirements by using the CasperFDR approach [12] based on Communicating
Sequential Processes (CSP) [13]. Then, we illustrate how to
apply these formal requirements for a case study.

Figure 1.

General NFC mobile coupon

II. T HE C ASPER A PPROACH
CasperFDR is a formal method tool which supports symbolic protocol analysis in the Dolev-Yao model [14] which
assumes no encrypted message can be decrypted without the
decryption key, thus the CasperFDR intruder model does not
perform any cryptanalysis. However, the intruder does have
full control of the network traffic, and tries to break the
security protocol from what has been learned.
Attacks are found by a refinement check against the protocol’s required properties. When refinement fails, then it
provides a trace which shows how the property fails, that
corresponds to an attack.
Two advantages of Casper/FDR2 are (1) it allows modifying
the intruder’s power on every channel of the protocol and
(2) accessing the original CSP code which allows direct
modification of the model when appropriate.
A. Simple example
Figure 3a is our demonstrating simple protocol. A two
message protocol aims to authenticate Bob to Alice:
1. Alice → Bob : {A, NA, KAB}PKB
2. Bob → Alice : {NA}KAB
Message 1 sent by Alice to Bob contains Alice’s identity,
Nonce (number used once) and a session key KAB, encrypted
with Bob’s public key. Then, Bob sends message 2 by encrypting the Nonce (NA) with the session key. Alice authenticates
Bob based on the fact that since message 1 is encrypted by
Bob’s public key, he is the only one who can extract the session
key and the nonce and send message 2. At the end of the
protocol both Alice and Bob believe the session key KAB is
secret.
Analysing this protocol in CasperFDR is a quite straightforward procedure. Figure 2a shows a snapshot of the protocol
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CasperFDR snapshots

model in CasperFDR. Having modelled the exchanged messages between entities, we check the claimed authentication
and secrecy using the following claims:

contain more information specific to the agreement required
between the participants. They are constructed by:

Agreement(Bob,Alice,[NA])
StrongSecret(Bob, KAB,[Alice])

For example Running.Bob.Alice.NA, which means Bob starts
a run of the protocol, apparently with Alice, using nonce NA.
The Casper analysis finds no attack on authentication, but
there is an attack on secrecy Figure 2b. Figure 3b illustrates
how an intruder can obtain a session key that Bob believes is
secret with Alice. Anyone can generate message 1 since Bob’s
public key is publicly known. The intruder impersonates Alice
by including Alice identity, making Bob believe the session
key KMB is secret with Alice.

The Agreement specification means it will check whether
Bob is authenticated to Alice and have both of them agreed
on the Nonce NA. The StrongSecret specification is checking
whether the key KAB is secret between Bob and Alice
Nevertheless, understanding how these specifications are
captured underneath CasperFDR is important if we want
precise descriptions of how claimed properties are modelled
in a specific application.
Capturing authentication between Alice and Bob in the
protocol is done by utilising new events injected in the protocol
as demonstrated in Figure 3a. These events are Running and
Commit. Initially, Alice and Bob are modelled as independent
CSP processes. After message 1, Bob performs the Running
event, which means Bob starts running the protocol apparently
with Alice. Then, Alice will perform the Commit event at
the end of her part of the protocol, which means Alice has
finished a run of the protocol with Bob. Alice could make
sure she was running the protocol with Bob based on the fact
that if Alice reaches the Commit event then Bob must have
reached the Running event before. Launching an attack relies
on the possibility of the intruder, without taking Bob’s role,
to engineer a trace of the protocol in which Alice runs the
Commit event without a corresponding Running event from
Bob.
For secrecy, only the Claim_Secret event is used by Alice
and Bob. Figure 3a only shows when Bob performs the
Claim_Secret event. An attack is launched if the intruder could
break this claim, by finding a trace of the protocol in which
the intruder knows a claimed secret, without taking Alice’s or
Bob’s roles.
The Running, Commit and Claim_Secret events can also

Agent.Agent.Message

B. Hierarchy of Authentication and secrecy
CasperFDR provides different flavours of testing authentication and secrecy. The strongest form of authentication specification is Agreement. If Alice and Bob meet the Agreement
specification, then if Bob thinks he has successfully completed
a run of the protocol with Alice, then Alice has previously been
running the protocol, agreeing on their roles in the protocol,
and there is a one-to-one relationship between Alice and Bob
i.e. each run of Alice corresponds to a unique run of Bob.
A weaker authentication specification is NonInjectiveAgreement. The difference from Agreement is that the one-toone relationship is not required. Each run of one participant
matches a run of the other but they can overlap. For example,
two "Commit" events may correspond to the same "Running"
event.
Secrecy has two forms of specification, Secret and StrongSecret. Secret is testing if the intruder could know the secret
value at the end of the protocol. StrongSecret is stronger than
Secret that it even checks whether the intruder is able to know
the secret value without completing a full run of the protocol.
III. NFC M- COUPONS SECURITY REQUIREMENTS
In the literture [8]–[10], [15], there are eight common
security requirements:
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IV. F ORMAL DEFINITION OF NFC M- COUPON SECURITY

Illustrating example

Confidentiality: A third party shall not be able to obtain
the M-coupon by eavesdropping.
• Data Integrity: An attacker shall not be able to modify
data during the communication.
• Forgery Protection:
– No Unauthorized Generation: An attacker shall not
be able to issue his own M-coupon.
– No Manipulation: M-coupon shall not stay valid
after a manipulation.
• Unauthorized Copying: An attacker shall not be able to
produce a valid copy of an M-coupon and cash it in. This
requirement can be divided into:
– Not Transferable: Whatever identity is presented
at issuing phase shall not be changed during the
protocol.
– User Authentication: in addition to Not transferable,
the identity of the user is the one who it claims to
be. The user who issued the M-coupon must be the
one who is cashing it at the cashier. This requires
the cashier to authenticate the user through some
authentication methods.
• No Multiple Cash-in: An attacker shall not be able to
use the same M-coupon multiple times.
• Issuer’s ID anonymity: The identity of the issuer shall
be anonymous throughout the protocol.
Nevertheless, not all these requirements are promised by
proposed protocols in the literature, and depending on the Mcoupon system some of these requirements can be optional.
•
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Figure 4 illustrates the relationship between the formal
definitions of these requirements, presented in this section.
Observe the NonInjectiveAgreement specification includes
three requirements, and layers, of authentications between the
cashier and the issuer. The weakest one is Forgery Protection
that after identifying data representing the M-coupon, a NonInjectiveAgreement on the M-coupon between the issuer and the
cashier is required. Not Transferable is a stronger specification
than Forgery Protection that it also requires an agreement
on a user identity attached to the M-coupon. The strongest
NonInjectiveAgreement specification is Data Integrity, both the
cashier and the issuer must agree on the integrity of all data in
the protocol. We are not concerned here with repeats because
it is checked by other requirement and it may be not required
in some systems.
In more details we show in the following sections what
we have to write in CasperFDR to model different protocol’s
requirements. Then how it is captured underneath in terms of
Running, Commit and Claim_Secret events. This will enable
us to have formal and precise descriptions of NFC mobile
coupon requirements. These general models can be applied to
any protocol trying to meet the NFC M-coupon requirements.
Of course, there might be a slight modification according to
the analysed protocol.
A. Confidentiality
We model confidentiality in Casper as follows::
StrongSecret(Cashier, Secret, [Issuer])
This secrecy specification means the cashier claims that
Secret is confidential with the Issuer. Secret will be the
critical part of the M-coupon. StrongSecret checks whether
the intruder is able to break this claim without completing
the protocol, because the intruder may use it to generate new
M-coupons.

Figure 5 (number 6) illustrates this specification. When
the cashier performs the Claim_Secret.C.I.Secret event where
C is Cashier and I is Issuer, it can expect Secret to be
confidential with the issuer. If this is violated then the intruder
can complete a run of the protocol with the cashier without
taking the issuer role, and learn the secret value Secret. The
value Secret is what the issuer and the cashier believe to be
confidential and is needed to redeem the M-coupon. If this
holds, then the value Secret is confidential from the issuer to
the cashier at complete, or incomplete, run of the protocol.
B. Forgery Protection (No Unauthorised Generation/No Manipulation)
We model forgery protection (No Unauthorised Generation
and No Manipulation) in Casper as follows:
N onInjectiveAgreement(Issuer, Cashier, [M-coupon])

This is shown in Figure 5 (number 2). After the issuer completes its part of the protocol, it performs the Running.I.C.Mcoupon.User ID event, which means the Issuer starts a running
of the protocol, apparently, with the Cashier, agreeing on
M-coupon and User ID. Later, the cashier will perform the
Commit.C.I.M-coupon.User ID event at the end of its part
of the protocol, which means the Cashier has finished the
protocol with the Issuer, agreeing on the M-coupon and User
ID.
Observe that this property is stronger than forgery protection. If it holds then not only must the M-coupon be genuine,
as for forgery protection, but it must also have the same user.
This is violated if the cashier accepts a M-coupon that was
issued for another user.
D. Unauthorized Copying (User Authentication)
We model User Authentication in Casper as follows:
Agreement(U ser, Cashier, [credential])

We have to identify first which part of the exchanged
messages represents the M-coupon. This states that if the
cashier accepts M-coupon, then the issuer must have issued
them. NonInjective means that this property is not concerned
with repeats. I.e. the cashier can accept many times what was
issued once. This property is violated if the cashier accepts an
M-coupon that has not been issued by the issuer: either that the
M-coupon has been created by an attacker (i.e. Unauthorised
Generation) or else that the M-coupon generated by the issuer
has been modified to another (i.e. No Manipulation ). Hence
if this property holds then we have Forgery Protection: No
Unauthorised Generation and No Manipulation.
This is illustrated in Figure 5 (number 1). After the
issuer completes its part of the protocol, it performs the
Running.I.C.M-coupon event, which means the Issuer starts a
run of the protocol, apparently, with the Cashier, agreeing on
M-coupon. Later, the cashier will perform the Commit.C.I.Mcoupon event at the end of its part of the protocol, which means
the Cashier has finished the protocol with the Issuer, agreeing
on the M-coupon. Each run of the issuer matches a run of
the cashier but they can overlap since we are not concerned
with repeats. If this holds, then a genuine M-coupon has been
generated by a genuine issuer and accepted by the cashier.

This specification is a stronger definition of Unauthorized
Copying since it emphasises authenticating the user who is
carrying the M-coupon. The user who issued the M-coupon
must be the one who is cashing it at the cashier. This
requires the cashier to authenticates the user through some
authentication methods, credential. Agreement is used because
even though the M-coupon might be used many times, the user
must be authenticated each time.
This is illustrated in Figure 5 (number 4). Normally, Message 2 would include some proof of user authentication to
the cashier. Before the user sends Message 2 of the protocol,
it performs the Running.U.C.credential event, which means
the user U starts a run of the protocol, apparently, with the
cashier, agreeing on credential. Later, the cashier will perform
the Commit.C.U.credential event at the end of its part of the
protocol, which means the cashier has finished the protocol
with the user, agreeing on the credential. If this holds, then
the cashing user is the one who issued the M-coupon. This
is violated if the intruder was able to crack the authentication
measure between the user and the cashier.

C. Unauthorized Copying (Not Transferable)

We can check the integrity of the whole data of the protocol
by examining the following specification in Casper:

We model Not Transferable in Casper as follows:

E. Data Integrity

N onInjectiveAgreement(Issuer, Cashier, [ALL DATA])
N onInjectiveAgreement(Issuer, Cashier, [M-coupon, User ID])
This specification is similar to forgery protection specification, but also with an agreement on a user identity. The
coupon, M-coupon, must be attached to one user only, User
ID. Both the issuer and the cashier agree on the user to use
the coupon as many times as he likes, as long as the coupon
has been issued by a genuine issuer, and is being used by the
intended user. An example for such coupon is a frequent flyer
coupon where one coupon can be used multiple times for the
same user. There is no need to authenticate the user every time
as the cashier trusts the issuing phase procedure.

This will check the integrity of the protocol. Both the cashier
and the issuer must agree on ALL DATA in the protocol. Figure
5 (number 3) shows how it is captured. This is violated if
any data in the protocol was modified. If this holds, then
the integrity of data between the issuer and the cashier is
confirmed.
F. No Multiple Cash-in
We model No Multiple Cash-in in Casper as follows:
Agreement(Issuer, Cashier, [M-coupon])

Issuer
1
2
3

User's Mobile

Running.I.C.M-coupon
Running.I.C.M-coupon.UserID
Running.I.C.ALL DATA

Cashier

Message 1
4

Running.U.C.credentials

Message 2
Commit.C.I.M-coupon
Commit.C.I.M-coupon.UserID
Commit.C.I.ALL DATA

1

Commit.C.U.credentials

4

Claim_Secret.C.I.IssuerID
Claim_Secret.C.I.Secret

5

Commit.C.I.M-coupon

7

2
3

6

Message 2'

1 Forgery Protection
2 Not Transferable
3 Data Integrity

4 User Authentication

Figure 5.

5 Issuer's ID anonymity

7 No Multiple Cash-in

6 Confidentiality

Capturing NFC M-coupon requirements in Casper

This specification states that every time the cashier accepts
M-coupon, there must be a separate occasion where the issuer
must have issued them. Hence cashier cannot accept M-coupon
more times than issuer sent them.
Figure 5 (numbers 1 and 7) illustrates a scenario where the
cashier is engaging in the protocol twice, with one issuer run.
The first time the cashier runs the protocol with the user’s
mobile, and the second time with Mallory who might be an
intruder or the user himself. The second Commit should not
occur if there was not a separate Running. Violation exposes
a vulnerability in which the M-coupon was cashed twice.
G. Issuer’s ID anonymity
We model Issuer’s ID anonymity in Casper as follows:
StrongSecret(Cashier, Issuer’s ID, [Issuer])
Throughout the protocol, the identity of the issuer must
remain secret between the issuer and the cashier. This is
illustrated in Figure 5 (number 5). The cashier claims the
secrecy, anonymity, of the issuer identity at the end of the
protocol. This is violated if the intruder, or the user, can
eavesdrop the issuer’s identity.
V. C ASE STUDY: T HE ADVANCED M- COUPON PROTOCOL
We illustrate applying these formal requirement on "The
Advanced mCoupon Protocol" proposed by Dominikus and

Aigner [8]. The advanced protocol addresses only five requirements:
• Forgery Protection:
– No Unauthorized Generation:
– No Manipulation:
• Unauthorized Copying:
– Not Transferable
– User Authentication
• No Multiple Cash-in
We do not model the Multiple cash-in requirement because
it is not managed by the protocol itself but by a database at
the cashier, which knows all M-coupons used so far. It is an
assumption built into our model that the cashiers have such a
database and use it correctly.
A. Protocol descriptions
There are eight messages in this protocol:
1.
2.
3.
4.
5.
6.
7.
8.

U → I : Nu
I → U : Ni
U → I : ID(u), SigU( Ni )
I → U : ID(i), Nu, Offer, EK [ID(u), Ni, SigU( Ni ), Offer, Nu]
U → C : ID(i), Nu, Offer, EK [ID(u), Ni, SigU( Ni ), Offer, Nu]
C → U : Nc
U → C : ID(u), SigU( Nc )
C → U : BONUS

The protocol is illustrated in Figure 6.

Table I
P ROTOCOL NOTATION
Issuer

ID(i)
ID(u)
ID(c)
Offer
EK
Nu / Nu2
Ni
Nc
Nc’
SigU
SigC

Issuer ID.
User ID.
Cashier ID.
Data about the Offer .
Shared key between Issuer(s) and Cashier(s)
User’s nonce (random number).
Issuer’s nonce.
Cashier1’s nonce.
Cashier2’s nonce.
Signature of user’s Mobile.
Signature of Cashier.

User's Mobile

Cashier

1

Nu
Ni

2

ID(u), SigU( Ni )

3

M-coupon

4

Running.I.C.Offer.Ni.Nu

5

M-coupon

Running.I.C.Offer.Ni.Nu.ID(u)

6

Nc

Running.U.C.Ni.Nu.Nc

7 ID(u), SigU( Nc )
BONUS

8

Commit.C.I.Offer.Ni.Nu
Commit.C.I.Offer.Ni.Nu.ID(u)
Commit.C.U.Ni.Nu.Nc

M-coupon =
ID(i), Nu, Offer,
EK [ID(u), Ni, SigU( Ni ), Offer, Nu]

The protocol works in two phases:
Issuing phase: After the user sends a random number (message 1), the issuer sends a random number as well (message
2), and asks the user to sign it (message 3). The issuer would
not be able to verify the signature, but the signature will be
included inside the encrypted part of the M-coupon (message
4). Later, the cashier will verify the signature to make sure no
one can cash the M-coupon except the user who has signed it
at the issuing phase.
Cashing phase: The cashier verifies the user’s signature included inside the M-coupon (message 5), which was signed at
the issuing phase. Then, a further user authentication protocol
is performed in order to ensure that this is the same user. So,
the cashier sends a random number (message 6). Then the user
signs it (message 7) and sends it back to the cashier. If both
signatures (messages 5 and 7) are confirmed, then the bonus
is given to the user (message 8).

Figure 6.

Modelling M-coupon requirements in the Advanced protocol
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B. Modelling
Applying the general definition of the properties at the
advanced protocol is illustrated in Figure 6. We identify the
M-coupon with Offer and the encrypted Nonces, Nu and
Ni. In addition, the user’s credential is a user’s signature on
the cashier’s fresh nonce Nc. We model these properties in
CasperFDR as follows:
Forgery Protection: NonInjectiveAgreement(I,C,[Offer,Ni,Nu])
Not Transferable: NonInjectiveAgreement(I,C,[Offer,Ni,Nu,ID(u)])
User Authentication: Agreement(U,C,[Ni,Nu,Nc])

C. Analysis
Figure 7 shows CasperFDR analysis on the advanced protocol. With respect to Forgery Protection and Not Transferable, CasperFDR did not find any attacks on the advanced
M-coupon protocols.
However, an attack was found when we examined the
protocol with respect to User Authentication. Figure 8 is the
attack trace provided by Casper, shown in sequence diagram
form. The intruder starts the protocol with the issuer by
sending his own nonce Nm pretending to be the user. As the
issuer can not verify this, it will send its nonce Ni. The next
step the user starts the protocol with an issuer (the intruder) by
exchanging nonces, As the intruder already has the real issuer

ID(u), SigU( Nc )
ID(u), SigU( Nc )

BONUS

ID(i), Nm, Offer,
M-coupon = EK [ID(u), Ni, SigU( Ni ), Offer, Nm]

Figure 8.

NFC mCoupon Attack Trace

nonce Ni he will ask the user to sign it. Then, because of the
fact that the user can not verify the M-coupon, the intruder
sends Garbage to him. The intruder sends the signed nonce
Ni by the user to the issuer to get the M-coupon. The issuer
generates the M-coupon with the intruder’s nonce Nm in which
the intruder can sends it to the cashier directly. The cashier
accepts the M-coupon even if the nonce is different from what
the user thinks. After this the intruder can just pass messages
between the user and the cashier so that the user thinks he
runs the protocol with a cashier, and the cashier thinks it runs
the protocol with the user. At the end, the intruder gets the
BONUS before the user.
One possible solution is that at message 3 in the advanced
protocol, the user signs the both nonces (Ni,Nu), without using

Figure 7.

Analysing the advanced protocol by CasperFDR

Nu to authenticates the user. In addition, at message 7 the
user includes his identity ID(u) and the cashier identity ID(c)
into the signature. We formally verify the security of these
solutions: the Casper/FDR2 analysis found no attacks.
VI. C ONCLUSION
Formal security analysis is a powerful approach to check
the security of NFC M-coupon protocols and whether they
meet their requirements. This paper mainly illustrates a
critical phase of this analysis, the formal definition of the
security requirements. A case study was provided to show
how to apply these formal definitions. This analysis approach
can also be applied more generally for RFID and Internet of
Things security protocols such as [16], [17].
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